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Introduction 

 Data sharing - key tenet of scientific computing. 

 Tremendous increase in data producers and 
consumers (e.g. human/electronic sensors) 

 Repositories on Cloud provide viable solution but 
expands potential for data leakage. 

 Varying degrees of restrictions over data access 
(e.g. HIPAA) 

 Ability to provide Data Owners with verifiable 
control over their data is important. 
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Contributions 

 Characterize security and privacy 
requirements for data storage and sharing, 
using the smart power grid domain as 
motivation. 

 

 Cryptonite: An integrated system designed 
for a shared, secure Data Repository on 
Cloud. 
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Security Requirements 

 Data storage security 
 

 Metadata storage security 
 

 Owner controlled data sharing  
 

 Data Integrity and Audit 
 

 Masking ACL & Access Patterns 
 

 Secure Search 
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Entities and Roles 
 Users 

 A community of users who require 
a secure storage repository for 
data storage and sharing. 

 
 Cloud Storage Service Provider 

 Provides the required persistent 
scalable storage space. 

 Trusted with ‘availability’ (SLA) 
 Not trusted with data security 

 

 Secure Data Repository  
 Shared data repository – 

Cryptonite 
 Not trusted with plain text data 
 Partially trusted to perform 

requested operations (all 
operations should be verifiable) 
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Supported Operations 

 PUT 
 Create/Update a file in the repository. 

 GET 
 Retrieve an encrypted file 

 GRANT(F, U, A) 
 Grant specific access permission (A) to a specific user (U) for a 

specific file (F) 

 REVOKE(F,U,[A]) 
 Revoke all/specific access permissions (A) from a user (U) for 

the given file (F) 

 SEARCH 
 Search for files in the repository satisfying a specific query 

based on the files meta-data properties (e.g. filename, 
keywords, description etc.) 
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Cryptonite Architecture  
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Cryptographic Techniques - I 

 Public Key Infrastructure(PKI) 

 Digital Signatures 

 Broadcast Encryption 

 allows a user to encrypt their data such that it can 
be decrypted only by a particular subset of users. 
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Cryptographic Techniques - II 

 Lazy Revocation  
 A strategy of  read access revocation, in which a file is not 

re-encrypted unless the file's contents change. 
 Key Rotation is used to enable forward Secrecy 

 Searchable Encryption 
 Allows a user to search within an encrypted file given an 

appropriate “TrapDoor”. 
 Without decrypting the entire file 
 Without revealing its contents to the searching entity 
 Current SE techniques lack ability to have fine grained 

access control over index entries and revocation 
strategies. 
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Data Structures 
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PUT Operation 
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Search & GET 
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GRANT & REVOKE 

 Changing access permission for a single file 

 Move that file to the corresponding StrongBox and 
re-encrypt using that StrongBox’s file encryption key. 

 Removing a user from the StrongBox’s group 

 Use Lazy Revocation for removing user with only read 
access 

 Use Key Rotation to generate new Encryption key 
and Signature Key pairs 

 Re-encrypt the file whenever some authorized user 
updates the file. 
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Discussion 

 Cryptonite protects data condentiality by 
performing client side encryption before data 
is stored in the repository. 

 “Trust but Verify”: Signed acknowledgements 
let the end user prove unauthorised updates 
to his data. 

 SSUID of Strongbox in plaintext 
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Related Work 

 Commercial Tools 

 Microsoft Azure Storage, Amazon AWS/S3 

 Access Controlled by the providers 

 Providers have enough information to decrypt the 
stored data. 

 Nasuni Cloud Storage 

 Use cloud as storage backend. 

 More user control. But data sharing granularity is 
limited or requires out-of-band key exchange. 
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Related Work 

 Secure data storage in Distributed System 
 SiRiUS[14], PLUTUS[17] etc. 

 Higher level of trust on the Storage provider 

 

 Data sharing through public Clouds 
 Cryptographic Cloud Storage[18], Cloud-

Proof[24] 

 Lack of file management capabilities such as 
Secure Searchable Encryption. 
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Future work 

 Current BE techniques lack support for random 
access within an encrypted file. 

 Write Serialization, Locking mechanism, 
Random file access to be addressed in future 
work. 

 Next Step: Implementation and Deployment 
for USC microgrid Smart Grid initiative. 
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 Thank You! 

 

kumbhare@usc.edu 
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